STEALTHbits Tech gies, Inc.
provides a rich set of solutions to
help manage your Microsoft infra-
structure and beyond. As an indus-
try leader in Auditing, Reporting, and
Compliance software, solutions from
STEALTHDbits increase efficiencies,
reduce downtime, and optimize the
performance of your systems and
applications to provide instant value
and the quickest return on invest-

ment.

StealthAUDIT is a lightweight, high
speed and agent less tool. Using
Data Collectors, information is re-
turned on nearly every attribute
with respect to Windows servers,
workstations, Active Directory,

Exchange, and more.

To ensure maximum flexibility,
results are stored in Microsoft SQL
Server and a built-in report writing
engine enables the information to be
delivered in a variety of formats;

email, published, Excel, or XML.

Instant alerting is provided by track-
ing critical thresholds via the change
and conformance module, and analy-
sis will provide email notification
any time such changes have taken

place.

Rich historical data collection en-
dows our customers with powerful

trending and statistical capabilities.

StealthAUDIT comes packaged with

pre-built solutions for Exchange,

Active Directory, Public Folders,

Inventory Management, Compliance,
Patch Validation, BlackBerry, and

much more!

StealthAUDIT for Active Directory

Active Directory Action Module

In today’s fast paced and demanding world of
Information Technology, IT administrators need
to keep pace by not only auditing their
environment, but assessing how to respond to the
mountain of data that is at their fingertips and
take targeted actions to keep their environments

in check.

StealthAUDIT supports multiple snap-in “Action
Modules” providing the functionality necessary to
taking administrative action on the data collected,
interact with end-users in the decision making
process, and make changes to remote systems
right from StealthAUDIT’s central console. It is
through the Action Modules that the
StealthAUDIT engine is able to effect change on
remote hosts and help maintain order in your

environment.

It’s time to
take
ACTION!

StealthAUDIT helps administrators not only
collect large amounts of data from their IT
environments quickly, but by leveraging our built
-in business intelligence and Data Analysis
modules, administrators can reduce the amount
of interpretation needed before performing
actions against the data. Turning data into
information faster puts StealthAUDIT users in a

position to take action sooner!
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Caution must be exercised when using this action module to ensure that only
1\ the changes required are apphied and only ko those target objects. desired.

W= Active Directory Action Module Wizard

W siers s | Target Objects
How wil the target cajects be identified?

Welcome
Operations Target Objects
‘Select the field that identies vou terget objects.

Field type: | Commen Name or O v

Warning: This type of value does not identify an object uniquely!
The first match found will be processed.

% Active Directory Action Module Wizard

I Operations
Select and configure the operabons 1o be parformed.

gl Add | X

Getting Started

The Active Directory Action Module was designed to help AD administrators handle a variety of
bulk remediation tasks with flexibility and ease. After StealthAUDIT has collected and analyzed
the data appropriately, a wizard-driven interface will walk the StealthAUDIT user through a series
of steps in performing a desired “action”. Currently available “actions” include:

e Create Users

e Delete Objects

e Disable/Enable Users

e  Group Details

e Group Membership

e Move Objects

e Set/Reset User Password
e Unlock Users

e User Details



StealthAUDIT helps administrators
not only collect large amounts of
data from their environments, but by
leveraging our built-in business
intelligence and Data Analysis mod-
ules, administrators can reduce the
amount of interpretation needed to
take action against the data. Turning
data into information faster provides
the ability to take action sooner, all

with a single solution.
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And more to come!

Active Directory Action Module Wizard
Steps Create Users

Welcome Specify "Crests Users” operaton optians

s § nsert feld: HoST 2

Operations b -

Createlkers ou: [ =]
Options

S [Create torget OUlocation f it does not already exist

Firstrame: || v|  nitas: ~|
Lastname: | ~|
Fulnamer | ~

User logon name:

[ %] | @satdomain.com ~

User fogon name (ore-Aincnis 2000)
[sATDOMATNY [ v

Passuord: | ~|

[ user must changs passwerd stnextkgon:  [Passward never expires

[ User can rot change password [Account s disabled

User Details

mouse.

Active Directory Action Module Wizard
= " | Disable/Enable Users

e Soecfy "Disable/Ensble Users operaton options.
Target -
[Ooisabie

Populating user details can be time-consuming and
tedious for administrators, but can benefit an
organization greatly in a variety of ways. The AD
Action Module makes short work of this daunting
task by enabling the population of over 40
configurable user attributes in a few clicks of your

Group Details

appending of supplementary notes.

Quickly update group details such as Descriptions,
E-mail, Group Scope, Group Type, Manager, Name,
and Notes. Additional settings even allow for the
restriction of Group Membership updates and the

Create Users

Creating new users in bulk is simple with basic
options for adding users to existing or new
organizational units, setting First, Last, Full Name,
and Initials, User Logon Name, and Passwords.
Options are also included to force users to change
their password at next logon, set passwords to
never expire, disable the ability for the user to
change his password, or disable the account.

Steps
tikome:
Target

Operatians

Summary

Options

Users Details

Specify “Users Detale” operation cptions

Account s sensitve and can not be delegated: False
czount s trusted for delegation; False

ountryregion: <none>
Deivery options: send on behalf: <nane> , forwrding adcress: none | delver messages to both f
Delvery restrictons: i use default]
Department: <none>

Descripton; <none >

Display name: <nane>

D ot requre Kerberos preathentcatin : False

Exmal: <none>
Fax; <none>

First name! <nones

Full name: <none>

Home folder path <none> &

§ Insert feldi | HOST i

@hlever

OFEnd of: [hcrsday, Navember 20, 2008 |

Disable/Enable Users

Simply disable or enable users based on any

defined criteria.

Active Directory Action Module Wizard

Steps

feicome:
Target

Summary

" Groups Details

Speafy "Groups Detals” operation aptions.

‘e, can Lpdate membersip lst: False
caws 2000); <none >

 Ipsert fiid; HoST o

value: ¥




System Requirements

Microsoft XP Professional
Windows 2000 Server

Windows Server 2003

Pentium 4 class or greater

1Gb RAM minimum (2Gb recommended)
1Gb Available Disk minimum

100Mb Network Connection

MS SQL 2000+ (including SQL Express)

Adobe Flash

STEALTHbits Technologies, Inc.
55 Harristown Road, Glen Rock, NJ 07452

+1-201-447-9300

Active Directory Action Module Wizard

stem | Groups Membership - Group Memberships

Specfy “Groups Membershia’ operaten options,

e § nsert feld: HOST 4 .

| & Easily add and remove group members from

e | o ——— existing groups, create new groups and assign
. ‘ membership, and create new OU’s if an OU location

does not currently exist.

Move Objects Sty Mo G,

} Insest field: HOST i

ou [}

[create torget OUloeston f it doss not skready exist

Quickly and easily move any and all AD object
types to new locations, as well as create new
locations if a desired OU does not already exist.

Summary

Active Directory Action Module Wizard

Steps | Set/Reset User Password

S —— Set/Reset User Password
Target § Insert feld: rosT B3

| v Change user passwords or force users to change

_— S their passwords at next logon in bulk after
scheduled maintenance periods, security breaches,
or users that haven’t changed their passwords in
any defined time period.

Active Directory Action Module Wizard
Steps "4 || Options
D elete Ob] ects' Unlock Users e Speciy any additonsl sptions for the acten.

OUse defauit domain (controler)

(@ specify domain (controller) touse: || =]

Based upon audit results, perform simple remedies
like deleting objects and unlocking users in a
particular OU or across the globe!




