
Information Technology Solutions 

In today’s fast paced and demanding world of 

Information Technology, IT administrators need 

to keep pace by not only auditing their 

environment, but assessing how to respond to the 

mountain of data that is at their fingertips and 

take targeted actions to keep their environments 

in check. 

StealthAUDIT supports multiple snap-in “Action 

Modules” providing the functionality necessary to 

taking administrative action on the data collected, 

interact with end-users in the decision making 

process, and make changes to remote systems 

right from StealthAUDIT’s central console.  It is 

through the Action Modules that the 

StealthAUDIT engine is able to effect change on 

remote hosts and help maintain order in your 

environment. 

StealthAUDIT helps administrators not only 

collect large amounts of data from their IT 

environments quickly, but by leveraging our built

-in business intelligence and Data Analysis 

modules, administrators can reduce the amount 

of interpretation needed before performing 

actions against the data.  Turning data into 

information faster puts StealthAUDIT users in a 

position to take action sooner! 

A B O U T  S T E A L T H b i t s  

STEALTHbits Technologies, Inc. 

provides a rich set of solutions to 

help manage your Microsoft 

infrastructure and beyond.  As an 

industry leader in Auditing, 

Reporting, and Compliance software, 

solutions from STEALTHbits 

increase efficiencies, reduce 

downtime, and optimize the 

performance of your systems and 

applications to provide instant value 

and the quickest return on 

investment. 

S t e a l t h A U D I T  

StealthAUDIT is  a lightweight, high 

speed and agent less tool.  Using 

Data Collectors, information is 

returned on nearly every attribute 

with respect to Windows servers, 

workstations, Active Directory, 

Exchange, and more. 

To ensure maximum flexibility, 

results are stored in Microsoft SQL 

Server and a built-in report writing 

engine enables the information to be 

delivered in a variety of formats; 

email, published, Excel, or XML. 

Instant alerting is provided by 

tracking critical thresholds via the 

change and conformance module, 

and analysis will provide email 

notification any time such changes 

have taken place.  

Rich historical data collection 

endows our customers with 

powerful trending and statistical 

capabilities. 

StealthAUDIT comes packaged with 

pre-built solutions for Exchange, 

Active Directory, Public Folders, 

Inventory Management, Compliance, 

Patch Validation, BlackBerry, and 

much more! 

StealthAUDIT Action Modules 

It’s time to 

take 

ACTION! 



Available Action Modules 

The following Action Modules are currently available: 

• Active Directory 

• Exchange Mailbox 

• Exchange Public Folder 

• File System 

• Registry 

• SendMail 

• Survey 

Ready to take ACTION? 
S t e a l t h A U D I T  D a t a  C o l l e c t o r s :  

Active Directory 

Group Policy 

LDAP 

DNS 

Users & Groups 

Exchange Availability 

Exchange Configuration 

Exchange Mailbox 

Exchange Public Folder 

Exchange Metrics 

BlackBerry 

ODBC 

Disk Info 

Event Log 

File System 

INI File 

Patch Check 

PerfMON 

Registry 

SMARTlog 

Script 

Services 

System Info 

Text Search 

WMI 

UNIX 



S t e a l t h A U D I T ’ s  A c t i o n  

M o d u l e  F r a m e w o r k :  

StealthAUDIT helps administrators 

not only collect large amounts of 

data from their environments, but by 

leveraging our built-in business 

intelligence and Data Analysis mod-

ules, administrators can reduce the 

amount of interpretation needed to 

take action against the data.  Turning 

data into information faster provides 

the ability to take action sooner, all 

with a single solution. 

 

A C T I O N  M O D U L E S  

• Send Mail 

• Survey 

• Public Folder 

• Mailbox 

• Active Directory 

• File 

• Registry 

• And more to come! 

SendMail Action Module 

The SendMail Action Module provides StealthAUDIT 

Administrators with the ability to email customized messages 

to end users and system administrators. This simple (yet 

powerful) module eliminates the time wasted cutting and 

pasting audit data into separate, manually created email 

messages to each one of your target audiences.  

Automate your efforts with an easy to use Microsoft Word 

style editor to create your email message. Drag and drop 

images such as corporate logos or customized pictures, in 

addition to dynamically inserting audit data associated with 

your target audience in one message, rather than SPAMing 

your own users with multiple messages. 

Email address capabilities include using: Active Directory Distinguished Names, Exchange Mailboxes, 

SMTP Addresses, Windows Security Identifiers, or Windows User IDs.  

Whether you are putting together programs to communicate with your Public Folder owners about clean 

up initiatives or reaching out to workstation owners to inform them that they have unauthorized software   

installed that is in violation of your corporate policies, this Action Module will help you streamline the 

effort with a polished and professional look, while still maintaining a personal touch! 

Survey Action Module 

The Survey Action Module extends the capabilities of the 

SendMail Action Module by including an embedded 

website link within your message to provide targeted end 

users and administrators with the path to a survey form 

created by StealthAUDIT.  

Using the same Microsoft Word style interface within the 

Survey Action Module, you can quickly create custom 

templates with descriptive messages and advanced HTML 

formatting without needing experience in web 

development.  Adding corporate color schemes is easy and 

adding customized pictures or corporate logos is a simple 

right-click insert! 

Dynamically, include any auditing information and solicit input and feedback for data that can only be 

addressed by the users themselves! 

Ask questions, obtain direction or clarification of audit data, or even collect approval for automated 

central remediation or changes from your target audience.  All responses from the respondents are tied to 

the audit information and is available for the same easy and custom reporting capabilities that are 

available within StealthAUDIT. 



Exchange Mailbox Action Module 

The Mailbox Action Module provides the ability to 

automate the process of removing stale content 

from an Exchange Mailbox.  Options include: 

• Move to Folder Dumpster or Deleted Items 

• Permanently Delete 

• Delete Attachments ( and replace with 
text) 

• Delete Body Text (and replace with text) 

Applying bulk operations such as the deletion of 

content reduces the resources required to complete 

a clean-up initiative, in addition to reducing storage 

and backup costs associated with maintaining stale 

data in the mail store. 

Couple the Survey Action Module with the Mailbox 

Action Module to interact with users as part of your 

clean-up initiative, receiving and recording 

responses from Mailbox Owners for authorization 

to remove their content, leaving a clean audit trail in 

place as the basis for your deletion actions. 

Granular filter conditions allow you to “scope down” 

the folders and contents that are used in the action 

based on Folder Location, Name, and Type.  In 

addition, counters such as…….. 

• Item Message Class 

• Creation/Received/Occurrence Date 

• Recipient/Sender Address 

• Keywords in the message Header/Subject/
Body 

• And, Attachment presence 

can be leveraged to take highly targeted action 

against only certain types of content. 

Exchange Public Folder Action Module 

The Exchange Public Folder Action Module provides 

the ability to make changes to your Public Folder 

environment including: 

• Rename 

• Change Permissions 

• Modify Custom Attributes 

• Reduce Replicas 

• Enforce Limits 

• Delete 

Leverage the power of this Action Modules to easily 

overwrite permissions on an entire branch of 

thousands of Public Folders, or be as targeted as you 

like. Remove an individual account from having 

permissions to specific Public Folders or remove 

old, stale Exchange 5.5 SID’s that no longer exist! 

You can easily change access permissions to set 

Default and Anonymous roles with specific 

permissions to prevent unauthorized eyes from 

viewing content or prevent security issues with data 

exposure or even just make a folder non-visible. 

Use custom attributes to store notes on whether the 

folder has been identified for archiving, deletion, or 

migration to another document storage platform. 

Use a second custom attribute to track dates and 

timelines for when you want to take the next 

incremental action against your Public Folder 

environment. 

Set size warnings and limits on folders that are 

growing out of control.  Add deletion settings or age 

limits to folders so that old items will get deleted on 

their own or so deleted items get emptied from the 

dumpster to free up space. 

Shutting down or relocating a regional office?  Use 

StealthAUDIT to quickly assess all of the folders on a 

server and add a replica to the central office. Once 

that operation is complete, circle back to remove the 

existing copies on the server that is being retired. 

By renaming your Public Folders, let your users 

know if a business units’ name changes or that a 

particular folder or branch is being archived, 

migrated, or retired. 

C u s t o m e r  Pr o f i l e  

E n v i r o n m e n t  

•  5 0 , 0 0 0  P u b l i c  F o l d e r s  

“ A f t e r  o n l y  t h r e e  w e e k s  o f  

u s i n g  S t e a l t h A U D I T  i n  o u r  

p r o d u c t i o n  e n v i r o n m e n t ,  w e  

w e r e  a b l e  t o  r e t i r e  o v e r  5 , 0 0 0  

P u b l i c  F o l d e r s  a n d  r e c l a i m  

o v e r  5 0 G b  o f  s t o r a g e  s p a c e . ”  

     -  F o r t u n e  5 0  F i n a n c i a l  

 



File System Action Module 

The File System Action Module provides the ability 

to make changes to remote files systems including; 

• File and Folder Attributes 

• Permissions 

• Copying, Deleting, Moving, or Renaming 

Extending StealthAUDIT with this Action Module 

will allow you to quickly identify and delete 

malicious files from servers and workstations 

across your infrastructure to control impact before 

Anti-Virus vendors have the right signature for you. 

Planning to launch or expand your corporate 

archiving solution? Use the power of StealthAUDIT 

to identify sensitive files or personal PST archives 

and use the File System Action Modules to copy or 

move them to a central Archiving pick up point, 

push them from workstations to a users’ home 

drive, or perhaps encrypt, hide, or mark them as 

read-only.  

Perhaps you are gearing up for the new operating 

system upgrade and compressing large unused files 

and folders would save or free up valuable storage 

space needed as part of that upgrade program. 

 

Registry Action Module 

The Registry Action Module provides the ability to 

make changes to remote system registries 

including; 

• Change Permissions 

• Create, Modify, or Delete Registry Keys 
and/or Values 

Additionally, this Action Module allows an 

administrator to import a Registry file to make bulk 

Registry changes against remote systems.  

Fine tune Registry settings to optimize system 

performance and validate those settings on 

hundreds of systems during your downtime 

window in the same amount of time it would take a 

team of people hours to configure and validate. 

Use StealthAUDIT to discover systems where your 

Anti-Virus signatures are out of date and use the 

Registry Action Module to trigger the registry keys 

to kick off remote processes for downloading new 

signatures or even initiating a full system scan. 

Maintain consistent and standard configuration 

across your global infrastructure by adding or 

correcting registry entries like logon warning 

messages, default background pictures, or even 

screen saver settings in minutes. 

Active Directory Action Module 

The Active Directory Action Module provides the ability to make changes to your AD infrastructure; create/

modify users, create/modify groups, and move/delete objects. 

Use StealthAUDIT to provision/de-provision users fed from external Human Resource databases or import 

user lists from files. Find unused computers or users and disabled accounts, move to a temporary OU, or 

purge them from your directory. 

The StealthAUDIT Action Modules are a great addition to your IT arsenal and extension of our 

product line. Whether you can leverage these Action Modules for operational duties or for 

streamlining downtime and changes during maintenance windows, we feel you’ll gain back highly 

valuable and much needed time to use elsewhere! 

S ys t e m  R e q u i r e m e n t s  

O p e r a t i n g  S y s t e m s  

• Microsoft XP Professional 

• Windows Vista (Business/Ultimate) 

• Windows Server (2000+) 

P l a t f o r m  

Pentium 4 class or greater 

M e m o r y  a n d  D i s k  S p a c e  

Minimum Requirements: 

1Gb RAM minimum (2Gb recommended) 

1Gb Available Disk minimum 

100Mb Network Connection 

A d d i t i o n a l  S o f t w a r e  

MS SQL 2005+ (including SQL Express) 

Adobe Flash 

 

 

 

 

F o r  m o r e  i n f o r m a t i o n  o n  a n y  

o f  o u r  p r o d u c t s  o r  s e r v i c e s  

p l e a s e  v i s i t  u s  o n  t h e  W e b  a t :  

w w w . s t e a l t h b i t s . c o m  

STEALTHbits Technologies, Inc. 

55 Harristown Road,  Suite  106 

Glen Rock, NJ 07452, USA 

+1-201-447-9300 

Download a FREE TRIAL at: 

www.stealthbits.com 


