
Information Technology Solutions 

Patch Management is paramount 
to ensuring systems are 
protected and running reliably.  
Many organizations today often 
have one or more provisioning 
solutions to deploy patches, but 
rarely do they have a solution to 
verify those solutions have 
deployed their patches and 
software effectively.  As one CIO 
has put it, going to these systems 
for patch status is like “having 
the cook calling the cookies 
good.” 

A B O U T  S T E A L T H b i t s  

STEALTHbits Technologies, Inc. 

provides a rich set of solutions to 

help manage your Microsoft infra-

structure and beyond.  As an indus-

try leader in Auditing, Reporting, and 

Compliance software, solutions from 

STEALTHbits increase efficiencies, 

reduce downtime, and optimize the 

performance of your systems and 

applications to provide instant value 

and the quickest return on invest-

ment. 

S t e a l t h A U D I T  

StealthAUDIT is  a lightweight, high 

speed and agent less tool.  Using 

Data Collectors, information is re-

turned on nearly every attribute 

with respect to Windows servers, 

workstations, Active Directory, 

Exchange, and more. 

To ensure maximum flexibility, 

results are stored in Microsoft SQL 

Server and a built-in report writing 

engine enables the information to be 

delivered in a variety of formats; 

email, published, Excel, or XML. 

Instant alerting is provided by track-

ing critical thresholds via the change 

and conformance module, and analy-

sis will provide email notification 

any time such changes have taken 

place.  

Rich historical data collection en-

dows our customers with powerful 

trending and statistical capabilities. 

StealthAUDIT comes packaged with 

pre-built solutions for Exchange, 

Active Directory, Public Folders, 

Inventory Management, Compliance, 

Patch Validation, BlackBerry, and 

much more! 

StealthAUDIT for Patch Validation 

Are you 

really 

compliant? 

StealthAUDIT’s Patch Validation 
solution is designed to validate 
patch deployment and help 
increase the reliability of patch 
provisioning processes.  The 
results are reported by location, 
specific vulnerability, severity, 
operating system, and 
importantly, which hosts are 
offline. 



Verification 

StealthAUDIT uses a dedicated data collector to verify 

patch status.  Looking deeper than just the Registry, the 

StealthAUDIT Patch Check Data Collector ensures that 

patches are in fact deployed by examining file versions. 

Each patch’s severity, applicability to a given host, patch 

status, communication issues to a host, or whether it is 

offline is reported. 

Product Overview 

S t e a l t h A U D I T  D a t a  C o l l e c t o r s :  

Active Directory 

Group Policy 

LDAP 

Exchange Configuration 

Exchange Mailbox 

Exchange Public Folder 

Exchange Metrics 

BlackBerry 

ODBC 

Disk Info 

Event Log 

File System 

INI File 

Patch Check 

PerfMON 

Registry 

Script 

Services 

System Info 

Text Search 

Users & Groups 

WMI 

UNIX 

IP Sweep 

NetBIOS Browse 

Patch Status Summary 

StealthAUDIT comes complete with a variety of Patch Status reports out-of-the-box for each and every Patch and Hot-

Fix released by Microsoft.  Whether you need to know by 

location, severity, security bulletin, category or distribution, 

StealthAUDIT delivers.  

By drilling deeper into these reports, you will be provided 

with information such as the count of hosts by severity 

using the same nomenclature as Microsoft: Critical, Impor-

tant, Moderate, and whether the system is clean and all 

bulletins have been provided.  This listing provides the 

complete list of bulletins which have not been applied and 

the number of hosts affected. 

StealthAUDIT also provides the flexibility to instantly iden-

tify the most critically affected hosts in the environment in 

order to prioritize efforts and help secure each host in the 

shortest amount of time possible. 

Patch Check Data Collector 

The Patch Check Data Collector built into 

StealthAUDIT forms a secure connection to Mi-

crosoft’s web site, downloads, parses and pre-

pares a patch check with just a few clicks.  If an 

issue exists in your environment where it is im-

portant to check just one patch or all patches, 

StealthAUDIT does so with incredible speed and 

ease of use. 



S ys t e m  R e q u i r e m e n t s  

O p e r a t i n g  S y s t e m s  

• Microsoft XP Professional 

• Windows 2000  Server 

• Windows Server 2003 

P l a t f o r m  

Pentium 4 class or greater 

M e m o r y  a n d  D i s k  S p a c e  

1Gb RAM minimum (2Gb recommended) 

1Gb Available Disk minimum 

100Mb Network Connection 

A d d i t i o n a l  S o f t w a r e  

Microsoft SQL 2000 or greater (including SQL 

Express) 

Adobe Flash 

 

 

 

 

 

 

 

 

 

For more information on any of our prod-

ucts or services please visit us on the Web 

at: www.stealthbits.com. 

Contact Us 

STEALTHbits Technologies, Inc 

55 Harristown Road 

Glen Rock, NJ 07452 

Phone 201.447.9300 

Fax 201.447.1818 

www.stealthbits.com 

Patch Software Deployment Verification 

There are many automated systems to deploy 

patches which rely on services, specific files and 

permissions to be present.  Not only will 

StealthAUDIT tell you if you’re patched or not 

patched, but it will identify hosts where the patch 

deployment software is not functioning properly 

and why! 

Never before has it been so easy to get value so 

quickly!  The Patch Validation Solution is con-

stantly expanding and offers high speed, reli-

able results to help you evaluate your current 

state of compliance.  See for yourself why and 

how the largest environments in the world use 

StealthAUDIT. 

STEALTHbits Patches 

Microsoft maintains a rigid monthly release cycle that is often 

difficult for organizations to stay on top of, so as a value-added 

service to our customers, STEALTHbits assembles all the latest 

Microsoft patch check jobs into a convenient monthly patch set. 

All patch check jobs are distributed within 72 hours of the release 

by Microsoft and are packaged into a Microsoft Installer (.msi) for 

customers to download from the STEALTHbits download site.  

Upon running the installer, the patch jobs are automatically 

loaded into the StealthAUDIT tree whereby it becomes as simple 

as assigning a host list to run the checks against in order to obtain 

your true patch status across the organization. 

We do the time consuming work so you don’t have to! 

Key Benefits 

Immediate ROI 

No agents to deploy, no back-end management servers, limited database 

requirements. 

Speed 

Scan rates of 4000-5000 host per hour.  The fastest in the industry. 

Reliability 

Actual file checks result in precise accuracy and eliminate false-positives 

and false-negatives. 

Flexibility 

Open architecture provides complete freedom to build your own queries.  

Use pre-built, customize or build from scratch, all without the need for 

scripting. 

Microsoft KB Integration 

Integrated  knowledge of all Microsoft security bulletins and associated file 

manifests with automatic updates from the Microsoft web server. 

Web Output 

Extremely easy to use drag and drop report authoring including both tables 

and charts. 


