
 Who has access to. .  .   

 Who is accessing. .  .   

 Who is granting access to.  .  .  

 

T a r g e t e d  P e r m i s s i o n s  C o n t r o l :  

D a t a  G o v e r n a n c e  f o r  w h a t  m a t t e r s  m o s t  

For many organizations, file systems 

play a critical role in housing a vast 

amount and variety of data that needs to 

be highly available and easily accessible. 

While all the systems in an environment 

are important, those containing highly 

sensitive data and applications need to 

be monitored meticulously to prevent 

data loss or breach, as well as hefty 

regulatory fines. 

Keeping track of sensitive systems and 

data has become a massive administra-

tive and compliance headache, mostly 

due to the difficulty in assessing the 

permissions associated to these systems  

and data, not to mention data owner-

ship or validity. 
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stand who has access, who is accessing, 

and who is granting access to the data in 

your environment, you already know 

how daunting a task this can be; but not 

anymore! 

STEALTHbits Technologies has simpli-

fied this critical task by providing the 

data collection, analysis, and presenta-

tion facilities to focus efforts on the 

most sensitive systems first, allowing 

for expedited delivery of secure, compli-

ant systems just in time for your next 

audit. 
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D o  Y o u  K n o w .  .  .  .  

perMISSIONs   

CONTROL 

. . . . .your sensitive systems and 

data? 

We  D o !  

How to address permissions and 

compliance for your most 

sensitive systems and data by 

working smarter; not harder. 
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O v e r v i e w  

SA Permissions Control was designed to answer three 

very critical questions regarding access to sensitive 

systems and data: 

 Who has access? 

 Who is accessing? 

 Who is granting access? 

Due to the inherent nature of Microsoft Operating 

Systems, Active Directory, and the File System, not only 

are these questions difficult to answer, they can be 

impossible to answer using manual or conventional 

methods. 

The single biggest factor contributing to the complexity 

of determining access is the amount of data that needs 

to be assessed in order to achieve the end result.  By 

focusing on the most sensitive and critical systems, much 

greater returns to scale can be realized in an expedited 

timeframe. 

Data Governance initiatives require intelligent analysis 

and prioritization.  The primary goal for all organizations 

should be to secure their most critical and sensitive 

systems first. 

L i m i t i n g  t h e  S c o p e  

SA Permissions Control employs technical competencies 

in data collection, analysis, and reporting to validate 

compliant systems and data through sophisticated 

techniques such as change detection, business 

intelligence, advanced data correlation, and workflow. 

 Monitor Domain Controllers for modifications, 

additions, and deletions to sensitive Security 

Groups. 

 Highlight exceptions where disabled AD users have 

access to systems or data 

 Monitor domain logins and critical change events in 

Active Directory to determine who is making 

changes to  User Accounts and Passwords, Global, 

Universal, and Domain Local Groups 

K e y  A d v a n t a g e s  

 Assess Local Admin groups, remote access rights, 

and Group Policies on each system 

 Monitor remote and local logins, access from the 

network, UNC connections, local group and account 

creations, and policy changes 

 Assess share and NTFS permissions, share 

connections, and changes 

 Agent-less architecture - Rapid deployment 

 24 Wizard-driven Data Collection Sources 

 Business Rules, Policy, Change Detection, SQL, and 

VB Analysis Modules 

 Integrated SendMail, Survey, File, AD, and Registry 

Remediation Modules 

 Easy-to-use, conditional data filtering 

 Alerting, Notification, and Collaboration facilities 

 Historical data retention and trending 

U n i q u e  F e a t u r e s  

More Information 

Visit our Website 

http://www.stealthbits.com 

To speak with a STEALTHbits Representative 

+1-201-447-9300 

To email a STEALTHbits Representative 

sales@stealthbits.com 

S y s t e m  R e q u i r e m e n t s  

O p e r a t i n g  S y s t e m s  

 Microsoft XP Professional 

 Windows 2000  Server 

 Windows Server 2003 

 Windows Server 2008 

P l a t f o r m  

Pentium 4 class or greater 

M e m o r y  a n d  D i s k  S p a c e  

1Gb RAM minimum (2Gb recom-

mended) 

1Gb Available Disk minimum 

100Mb Network Connection 

A d d i t i o n a l  S o f t w a r e  

Microsoft SQL 2000 or greater 

(including SQL Express) 

Adobe Flash 

 

 

 

 

 

 

 

For more information regarding any 

of our products or services please 

visit us on the Web at: 

www.stealthbits.com 

mailto:sales@stealthbits.com

