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Data Governance & Compliance 

Today’s IT organizations are faced with a number of 
increasingly complex challenges when it comes to 
managing the security and safety of one of their most 
valuable assets; Data.  With accountability for adhering to a 
larger and more diverse list of best practices, standards, 
policies and regulations than ever before, organizations of 
virtually every size need to be able to answer very difficult 
questions quickly and with a high degree of detail and 
accuracy. Whether pressure is being applied internally or 
externally, such demands consume massive amounts of 
administration overhead and often times require manual 
efforts due to the lack of tools to accomplish the various 
tasks associated with understanding the Who, What, 
Where, and When of Data Governance & Compliance. 

 

Where We Can Help 

We all know that information is the ultimate asset, as well 
as being the largest and most challenging area of risk to 
organizations these days. The data ranges from being 
proprietary to confidential, encompassing everything from 
personal files to healthcare details to financial or even 
government regulatory related documents. Data is 
constantly generated by internal users, partners, external 
customers, and even by automated systems.  The volume 
of data can easily enter into the multi-Terabyte range at 
most organizations, and spans many applications from 
Messaging and Collaboration (Exchange, Public Folder, and 
SharePoint) to the largest and most problematic area, the 
Distributed Shared File System.  Organizations are in 
desperate need of tools that help establish a Data 
Governance program that satisfies compliance 
requirements, reduces risk of data exposure, and can 
quickly be implemented without a long, costly, and 
complex roll-out to the organization. 

With the StealthAUDIT™ Management Platform (SMP) for 

Data Governance and Compliance, you’ll have all the 

information and tools you need to tackle this challenging 

undertaking with ease through several key features: 

Infrastructure Assessment 

The first step in any Data Governance initiative is not only 
identifying where the data resides, but how the systems 
that house the data are configured.  Leveraging SMP for 
Data Governance and Compliance will help to jumpstart 
your initiative with summarized and detailed views of 
where your efforts should be focused and what you need 
to do to start addressing the data itself. 

Shared Folder Enterprise View 

Key Usage Scenarios: 

 Enterprise Assessment and Capacity Planning 

 Identify and reduce Unmanaged or High Risk 
Respositories 

 Secure System Policies and Configuration 

Monitor Changes 

Once you’ve identified where your data resides, 
understanding the access activity (such as file access and 
delete events) of your folders and files can be highly 
beneficial for a variety of different purposes.  For 
organizations looking to clean-up stale and/or unneeded 
data, activity analysis can aid in determining where to focus 
your efforts first to retire the “low hanging fruit”.  
Conversely, for organizations looking to understand WHO is 
accessing the data in the environment, activity analysis can 
quickly highlight users accessing resources and content 
they should not have access to and who is responsible for 
changing or deleting content in general.  Either way, SMP 
for Data Governance and Compliance makes short work of 
this otherwise complex task through unique applet and 
driver-based technologies covering a myriad of storage 
platforms. 

Key Usage Scenarios: 

 Hold Users accountable for missing files 

 Monitor who is changing what data 

 Profile what resources are in use 

 
Content Profiling 

In order to streamline ongoing data governance processes, 
as well as operational and capital expenditures, content 
should be assessed to determine what is out there and  
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pruned wherever possible.  On average, organizations incur  
a monthly cost of around $55 to maintain one gigabyte of  
data storage.  Gartner even estimates that 70% of 
unstructured data goes untouched as soon as 90 days after 
initial creation; this quickly translates into large sums of 
cost and wasted resources due to stale data.  Archiving 
data to lower cost storage tiers can help or slow the 
capacity demands, but deleting the data will actually free 
up these valuable storage resources. SMP for Data 
Governance and Compliance empowers administrators to 
quickly find and assess stale and/or unauthorized data. 
SMP also allows you to correlate data to the most probable 
owners and programmatically interact with thousands of 
data custodians with ease through in-product surveys, and 
ultimately reclaim storage capacity by cleaning up 
unnecessary content. 

Key Usage Scenarios: 

 Launch clean-up campaigns to reduce stale data 

 Understand what type of data is in your 
environment 

 Reduce unauthorized content type 

Effective Rights 

Knowing who has what level of access to which resource is 
of the utmost importance, however, permissions are a 
complex web weaved through any organization. Starting at 
the domain level within Active Directory, Users and Groups 
form the foundation of control over what resources can be 
accessed throughout your infrastructure. Individual 
systems extend the boundary of where Users and Groups 
can be created. Local system administrators, ultimately, 
have access to the resources that reside on those systems. 
Digging even deeper, users and groups can be granted 
access directly or via policies to shares, folders, and even to 
individual files. 

In order to assess and/or secure your data, all of those 
points, policies, and inheritance spots must be evaluated 
and considered in the equation of determining a user’s 
effective level of access rights to the data in the Domain. 
Care must be taken before removing users from any of 
those permission points, as the removal or deny action 
could break their access to other valid and business-critical 
resources across the domain. 

SMP for Data Governance & Compliance empowers 
Domain and System administrators to audit, assess, truly 
understand, and control which users have access to what 
resources within their infrastructure, crossing traditional 
application boundaries with a single tool. Furthermore, 
SMP goes above and beyond to show all paths to how a  

 
user is inheriting access rights to resources and also 
provides built-in, proven business intelligence that 
identifies key owners of Shared Systems and Repositories 
based on multiple evaluation points such as who has 
access, claims ownership, or posted the most information, 
while easily filtering out administrative groups or even 
disabled users. 

Key Usage Scenarios: 

 Understand which Users have Rights to Resources 

 Understand how Users have Rights to Resources 

 Identify and interact with Data Custodians 

Effective Share & NTFS Permissions by User 

 
Customer Profile 

Our Security folks are drooling over the information 
StealthAUDIT is providing them. 

 -Large Regional Health Care Provider 

 

Did you know? 

The StealthAUDIT Management Platform is capable of so 
much more than Data Governance & Compliance.   

StealthAUDIT is a highly extensible data collection, analysis, 
reporting, and remediation framework which mirrors the 
Microsoft computing platform.  Originally designed for the 
Desktop and Server Administrator, StealthAUDIT has grown 
to include multiple core competencies in Exchange, Active 
Directory, BlackBerry, and all Microsoft Operating System 
platforms.
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