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Systems Governance

Computer systems are a mission critical component of any
business; if they become unstable or even fail, productivity
can suffer along with the organization’s bottom line. In
addition to the operational aspects of systems
management, insecure systems can lead to leakage of
classified information, leaving the door open for potential
catastrophe. There’s little doubt that governing systems
can be an extremely challenging task, especially when
considering the wide variety of obstacles many
organizations face. Factors such as the volume and
geographical distribution of the environment, the various
configurations needed to complement the roles of each
system, and the complicated administrative permissions
needed to manage the systems themselves are just a few
of the myriad of challenges an administrator faces in
managing their organization’s infrastructure.

Where We Can Help

With a comprehensive suite of auditing, analysis, reporting,
and remediation solutions just a few clicks away, the
StealthAUDIT™ Management Platform (SMP) for Systems
provides you with all the information you need to ensure
that your systems are functional, compliant, and secure.
Moreover, SMP for Systems’ built-in Action Modules give
you the tools to remediate many of the problems you find,
all from within one comprehensive product. Quickly take
inventory and action within your environment through SMP
for Systems’ focused features:

Inventory Assessment & Management

SMP for Systems Governance & Compliance provides deep
visibility into the inner workings of your environment,
showing you where your infrastructure is succeeding and,
perhaps more importantly, where it is underachieving.
SMP for Systems helps manage your systems through the
PC lifecycle and gives you get detailed reports on:

*  Hardware, Software, and Applications

* Implementation and Upgrade Sizing/Readiness

*  Unauthorized Programs or Data

*  Software License Utilization and Compliance

*  Last known physical location of missing assets

*  Rogue and/or unauthorized system identification

*  And more!

Management Platform for Systems Governance & Compliance

Patch Validation

Ensure that your systems are up-to-date with all the
patches necessary to keep them running smoothly and in
compliance:

*  Validate down to the file level that patches have
actually been applied to eliminate false-positives
and false-negatives returned from registry checks
alone

*  Verify that provisioning agents are installed and
operational

*  Check patch status per Host, OS Type, or Region,
or customize the specifics of the checks yourself
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Patch Validation Report

Systems Admin Control

A vital part of being truly secure and compliant is being
able to track not only which users are making changes and
getting access to sensitive files, but also seeing which
administrators have and are changing privileges. SMP for
Systems gives you valuable tracking capabilities that will
help you verify that you’re adhering to the policies you've
put in place—not only within your user base, but across the
board.

Local Administrators Details
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Local Administrator Report
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Use SMP’s Systems Admin Control to: Customer Profile
e Identify which Administrators have access to critical €€ There is no single tool out there that can handle
systems both server and user monitoring as well as flexible

reporting all in one solution. SMP has saved us from

*  Track administrative activit . . . L
¥ buying numerous point solutions and eliminated

*  Monitor delegation of Local access the staggering learning curve involved with multiple
teams learning to use a ton of different tools. b } ]
Security Compliance -Fortune 50 Financial

Ensure that your systems are adhering to your rigorous
compliance standards through powerful analysis facilities.

Quickly detect: Did you know?
e Configuration drift according to Regulatory (SOX, The StealthAUDIT Management Platform is capable of so
HIPAA, PCl), Organizational, and Industry much more than Systems Governance.

Compliance Standards
StealthAUDIT is a highly extensible data collection, analysis,

* Who is making changes within AD and Critical reporting, and remediation framework which mirrors the

Systems Microsoft computing platform. Originally designed for the
*  Permissions, Rights, and Access Levels within Desktop and Server Administrator, StealthAUDIT has grown
Exchange, AD, Workstations, Servers, Shared File to include multiple core competencies in Exchange, Active
Systems, and more Directory, BlackBerry, and all Microsoft Operating System

platforms!

STEALTHbits Technologies, Inc. provides a rich bits Technologies, Inc.

set of solutions to help manage your Microsoft Workstation: Windows 2000 and up 55 Harristown Road, Suite 106

Glen Rock, NJ 07452
Server: Server 2000 and up USA

infrastructure and beyond. As an industry
leader in Auditing, Reporting, and Compliance
software, solutions from STEALTHbits increase
efficiencies, reduce downtime, and optimize MS Exchange Server v.5.5 - 2010

the performance of your systems and BlackBerry Enterprise Server va.x - v5.x +1.201.447.9300
applications to provide instant value and the Active Directory 2000 — 2008 +201.447.1818
quickest return on investment. www.STEALTHbits.com

Pentium 4 class or greater
1Gb RAM minimum (4 GB rec.)

Using over 30 comprehensive Data Collectors, 1Gb Available Disk minimum

the StealthAUDIT Management Platform (SMP) 100Mb Network Connection
gathers information about Windows servers,

workstations, Active Directory, Exchange,

BlackBerry, Share Point and more, all from a Microsoft SQL 2005+ (including SQL
single product. Express) www.twitter.com/stealthbits

he d : d. admini Exchange System Manager
Once the data is returned, administrators can Adobe Flash

view the results in customizable reports, use www.youtube.com/stealthbits
the platform’s Analysis Modules to interact

with the data, and even make Changes Using *Requirements vary based on product

integrated Action Modules—all from within www.stealthbits.com/blog
SMP!

www.facebook.com/stealthbits
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