STEALTH

How-to: Lock Down the SQL Database for SMP

The StealthAUDIT Management Platform’s (SMP) standard database configuration is to allow full control over the full
instance of SQL database where the SMP database resides in or have the sysadmin the Server Roles assigned. SMP
requires some interaction with the master table in order to install and configure the initial database. For situations where
administrators require the assigned DB account to be secured to only the SMP database individually, the following steps
should be followed to achieve the minimum SQL security levels allowable without breaking core SMP functionality.

Using SQL Server Management Studio configure the following settings on the server roles and user mappings menus.

Step 1: Using SQL Server Management Studio, create a new database for use with the StealthAUDIT Management Platform. Right
click on the Database node and choose New Database. Using a Database name called StealthAudit is recommended. Set any other
desired data files configuration per company standards.
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Step 2: Create a new SQL Login account by right clicking on the Security — Login folder and choosing New Login.
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Next, choose either Windows authentication or SQL Server authentication as the login type for use with the newly created SMP

database.

If Windows authentication is desired, then click the Search button and select the desired windows account that has been set up for
use with SMP.
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If SQL Server authentication is desired, then it is recommended to use a Login name called StealthAudit.
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NOTE: Set the Default Database as StealthAudit (or the desired SMP database) and choose English as the Default Language.

Step 3: Next, navigate to the User Mapping menu, select the SMP database, and set the Default Schema to dbo.
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Step 4: In the Database role membership section, set the role to db_owner.
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Click OK to save new user configuration information and continue on to configure the StealthAUDIT Console.

Step 5: Finally, Configure the StealthAUDIT console to access the assigned database using the newly secured login account. Launch
the SMP and navigate under Welcome — Settings — Storage.

Select My First Profile and type in the name of the SQL DB Server Name and optional Instance Name.

Enter the name of the StealthAudit database in the use existing database field.

Choose Windows authentication or SQL Server authentication that matches what secure login was created above.
Finally, click the Apply link and verify that the connection and test table drop was performed successfully.
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NOTE: You will see an error in the Connection report saying there are no available tables when the application tries to enumerate
them from the master table. This is normal in this secured configuration and can be ignored.

Click the Close button and then the Save button to save your configuration changes.

NOTE: You may be prompted to merge your host management data if you were previously connected to another database that
already had the SMP DB schema applied. Choose appropriate options and then click OK to migrate data.
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Change storage profile

Changing wour default storage profile will require wour host management data to be migrated to
the new storage profile. Choose one of the following options:

(%) Merge your host management data with data in the destination table [Recommendedf
Usge destination value on conflict

() Overwiite data in the destination table
Alzo ovenarite shared host inventony data

(O Dan't copy your host management data to destination table

Clear data in destination table

L Ok ][ Cancel ]

NOTE: Make sure to close and re-open the StealthAUDIT console before continuing to configure or use the management platform if
a new database connection profile was chosen as the default. You will notice a blue arrow to signify the default profile change and
the required restart of the SMP application.

Storage
Where do you want to store the output data from your StealthAUDIT queries?

% Manage Storage Profiles
Select the storage profile used to store the output data from your StealthAUDIT queries by selecting a storage profile below. Create a new storage profile by
dlicking "Add Storage profile”. Switch between storage profiles by selecting a profile and then dicking "Set as default”. StealthAUDIT should be restarted to
complete the change of default profile. The current default is identified with a green chedk mark. A newly selected default is identified with a blue arrow.

Add Storage profile Sef as defaul Delete

v My First Profile
= Mew DB

For additional troubleshooting tips and information email support@stealthbits.com .
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