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Overview

StealthAUDIT System Requirements and Installation Notes

This document outlines basic requirements to successfully operate StealthAUDIT to its full capacity.

Please note that these requirements represent the optimal configuration to enable full functionality.

Failing to meet some requirements may result in StealthAUDIT functioning at a lesser capacity.

Installation

StealthAUDIT installs to a single workstation or server from which data collection occurs. The application

is entirely self-contained and requires access to Microsoft® SQL Server® (2005 or greater) database to

operate. Organizations seeking more advanced data collection capabilities may seek to deploy multiple
satellite StealthAUDIT nodes and a centralized Microsoft® SQL Server® to store collected data (See Figure

1).
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Figure 1 — StealthAUDIT Architecture
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Hosting System Requirements
The system hosting StealthAUDIT requires only modest hardware. Hardware recommendations are
heavily influenced by:

e The size and distribution of the targeted network (quantity and locations of hosts).
e The complexity of each job (how much data is being returned from each host).

e The frequency of scheduled job runs.

e Data retention settings.

Generic Recommended System Requirements
e  Minimum

o Windows Server® 2000/2003 or Windows® XP Professional Installation (32 bit only)
o Pentium P4 or comparable CPU
o 1GB RAM minimum (2Gb is strongly recommended)
o 5GB Available Disk
o 100Mb Network Connection
e  Optimal
o  Windows Server® 2003 Enterprise Edition (32 bit only)
o Dual Core or Multiple CPU (2 GHz +)
o 4GB or more RAM
o 30+ GB Available Disk

o 100/1000Mb Network Connection
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Additional Steps
There are a few additional steps that need to be completed or verified to be successful in building a
StealthAUDIT console machine:

e Verify availability of a Microsoft® SQL Server® instance
a. Supported Versions
i. SQL Server® 2005 (Express, Standard, and Enterprise Editions)
ii. SQL Server® 2008 (Express, Standard, and Enterprise Editions)
b. Download

i. A free copy of SQL Server® 2005 Express Edition is available by clicking here.
This instance can reside on the same machine as the StealthAUDIT console, but
does not have to.

c. Permissions

i. StealthAUDIT requires the ability to Create, Delete, Update, Drop, Read, and
Join tables within the SQL database in order to function as expected. Full
database owner rights are recommended to ensure proper operation.

d. Authentication

i. StealthAUDIT allows for the use of both SQL and Windows Authentication to
connect to the database.

e. Database Maintenance

i. StealthAUDIT relies on a SQL backend for data storage for all of its jobs,
analysis, and actions. For disaster recovery reasons, the database should be
backed up on a scheduled basis that is acceptable for recovery of data
collection. Additionally, the backup process will flush any transaction log files.
Depending on usage volume, backup schedules should be adjusted to flush and
shrink the size of the transaction logs. Please refer to Microsoft or your 3"
party provider for your Microsoft SQL backup solution on how to configure and
schedule backups to clear transaction logs at an interval that meets your needs.

e Install Adobe® Flash®
a. Download

i. If Flash® is not already installed you can download the software by clicking
here.

b. Additional Info
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i. STEALTHbits also recommends turning off Windows® Internet Explorer®
Enhanced Security Configuration for the administrator group if you want to be
able to render reports on the StealthAUDIT console.

e  For Microsoft® Exchange Server data collection only
a. Exchange Server 2000/2003 Auditing
i.  Windows Server® 2000/2003 or Windows® XP Installation

1. Install Microsoft® Exchange System Manager (ESM) (available from the
Exchange installation media) for auditing Microsoft Exchange. This will
require installing both the Administrative Tool Pack and IIS on the
system as well.

a. Install Microsoft® Exchange System Manager (ESM) Service
Pack 2

b. Exchange 2007 Server Auditing
i. Install Exchange 2007 System Management Console (32 bit)

1. You can download the Exchange Server 2007 Management Console
32bit Version) by visitintgereMi crosoft’s

ii. Install PowerShell (32 bit)
e Install StealthAUDIT
a. Console

i. Using the installation media provided to you by your STEALTHbits Account
Representative, download the executable to the system StealthAUDIT is to be
installed on.

ii. Follow the instructions in the installation wizard to install and configure the
application.

b. License Key

i. Copy and Paste the StealthAUDIT License Key (StealthAUDIT.LIC) into the root
of the installation (typically C:\Program Files\STEALTHbits\StealthAUDITV5).

1. NOTE: This key is available from your Sales Representative.
e  StealthAUDIT Credential Sets

a. STEALTHbits recommends using an ID with full administrative privileges to the targeted
hosts in order to maximize the amount of data that can be collected by StealthAUDIT;
however, this is not required in order for the application to function properly. If full
administrative privileges are not available, simply create a StealthAUDIT Connection
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Profile using credentials with the proper rights to the information you want to collect.
Configuring Connection Profiles are performed in the Global Options of StealthAUDIT
under the Welcome\Connections node. Connection Profiles can also be created during
installation of StealthAUDIT through the installation wizard.

b. Permission Requirements
i. Windows® Auditing

1. Local Admin

ii. Active Directory
1. Domain Admin

iii. Exchange Auditing
1. Exchange Admin and Local Admin
2. Access to System Attendant Account — MAPI Authentication

iv. BlackBerry® Auditing
1. Local Admin to the BES Server
2. Read Access to the BES SQL Database

Publishing Reports

a. STEALTHbits recommends leveraging a Microsoft IIS Server to publish the HTML website
and associated reports that StealthAUDIT creates for you. StealthAUDIT supports
publishing to a share within the file system as well, but please note that performance
can be affected when rendering reports containing high volumes of data due to native
browser limitations.
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Target Hosts

StealthAUDIT query targets must be Microsoft® Windows® based systems with an OS minimum
requirement of Windows® 2000. Windows 9x, NT, or Home Edition hosts will be detected on the
network, but are not supported for auditing.

StealthAUDIT also provides limited support for Linux® and UNIX® host detection and auditing. Red Hat,
SUSE, and AIX are currently supported, with additional version support coming in the near future. Various
3™ Party storage platforms such as NetApp® Filers and EMC® Celerra devices are supported for auditing as
well, however, some limitations in functionality do exist when collecting data from these devices.
StealthAUDIT does not currently support other non-Windows hosts.

Security

StealthAUDIT leverages a snap-in Data Collector (DC) architecture. Each DC module exposes a discreet
data source (for example: the Windows Registry) and is implemented as a .DLL housed in the
StealthAUDIT\DC folder.

Each DC must connect to a target host in order to obtain data during an audit. Most Windows®

administrative data is obtained via RPC; hence, a shared RPC connection is utilized. StealthAUDIT Data

Collectors expose Windows®-based administrative data by calling into the Windows API functions in the

same way native Microsoft administration tools do. Thus, StealthAUDIT is in effect never connecting

directly to the managed host , .WIhetlependant fetevork layelse under | vy
are communicating with peer layers on the target host; providing transparent communications to the data

consumer. These connections are made in the security context of the active logged-on user or in the

context of an impersonated user via optionally supplied credentials; both domain level and target host

local accounts are supported. Supplied credentials are encrypted in a security profile using MD5

encryption and stored in the local file system.

STEALTHbits Technologies recommends providing StealthAUDIT (either through a logged-in user or
impersonation credentials) full administrative access to the target host for greatest availability of data to
collect. In some cases where this may not be possible, StealthAUDIT may still be able to successfully
obtain data from the remote host depending on the nature of the query. For example, to query large
portions of the remote registry, only user access is required.
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Firewalls

Steal thAUDI T, via the Operating System API ' s,
host and the target host. Any firewalls between the two application layers must be configured to provide
trusted, rich access between the two hosts. In most cases where firewalls are encountered, organizations
will configure the firewall to trust the IP Address or subnet where StealthAUDIT resides.

establi

Ports

StealthAUDIT currently supports a range of Windows and industry protocols as documented in the
following table. For proper operations, network administrators should ensure that RPC communications
are available between the StealthAUDIT console and the target hosts including:

e RPCTCP ports 135-139

e RPCTCP/UDP Port 445

e RPCTCP ports 1024 — 1100 (dynamic)

e  SSH TCP port 22 (UNIX® and Linux® support)
Additional optional ports:

e |ICMP TCP port 7 (Ping)

e HTTP TCP Port 80 (MS Patch database download)

e  SMTP TCP 25 (email notification / report submission)

Data Description Protocols Ports Used Recommended
Collector Permissions
Active Auditing objects published in AD LDAP TCP 389 . Domain Admin
Directory RPC TCP 135-139
Randomly allocated
high TCP Ports
BlackBerry Auditing BlackBerry properties ODBC TCP 1433 . Local Admin to
and BES database information Remote Registry TCP 139 and 445 the BES Server
. Read Access to
the BES SQL
Database
Disk Provides enumeration of disks RPC TCP 135, Randomly . Local Admin
and their associated properties allocated high TCP
Ports
DNS Provides information regarding RPC TCP 135, Randomly . Domain Admin
DNS configuration and records allocated high TCP
Ports
Event Log Provides search and extraction of | RPC TCP 135, Randomly . Local Admin
details from event logs on target allocated high TCP . Domain Admin if
system Ports targeting Domain
Controllers
Exchange Provides information and RPC TCP 135, Randomly ° Local Admin
Availability statistics regarding Exchange allocated high TCP . Exchange Admin
Applet Server Availability, Uptime, Ports
Performance, and Health.
E2K Provides Exchange 2000 / 2003 RPC TCP 135-139, . Exchange Admin
(Exchange admin property extraction LDAP Randomly allocated . Domain Admin for
Configuration) high TCP Ports Active Directory
TCP 389 property
Optionally TCP 445 collection
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Exchange Provides statistical, content, and MAPI over RPC TCP 135, Randomly Exchange Admin
Mailbox / permission reporting on allocated high TCP
Public Folder mailboxes and public folders Ports
Exchange Provides metrics information RPC TCP 135, Randomly Local Admin
Metrics from Exchange tracking logs allocated high TCP Domain Admin
Ports
Exchange Provides information regarding RPC TCP 135, Randomly Local Admin
Mailbox Mailbox logon events allocated high TCP Exchange Admin
Logons Applet Ports
File File and folder enumeration, RPC TCP 135-139, Local Admin
properties, permissions Randomly allocated
high TCP Ports
Optionally TCP 445
Group Policy Auditing GPO settings and LDAP TCP 389 Domain Admin
properties RPC TCP 135-139
Randomly allocated
high TCP Ports
INIFile INI and INF file content search RPC TCP 135-139, Local Admin
and extraction Randomly allocated
high TCP Ports
Optionally TCP 445
IPSweep Network host detection, name ICMP TCP 7 Domain Admin
resolution, open port detection TCP Port Check (for Any user specified port
detecting open ports) to scan
UDP (DNS lookup) UDP 53
LDAP Search for and extract Active LDAP TCP 389 Domain Admin
Directory and Exchange 5.5
directory properties
NetBIOS Discovery of hosts from network RPC TCP 135-139 Domain Admin
Browse browse lists Randomly allocated
high TCP Ports
ODBC Query ODBC compliant databases | ODBC TCP 1433 Database Read
for tables and table properties Access
Patch Check Provides patch verification and RPC TCP 135-139 Local Admin
optional automatic bulletin HTTP Randomly allocated
downloads from Microsoft ICMP high TCP Ports
TCP 80
TCP 7
Perfmon Performance monitor counter PRC TCP 135-139 Local Admin
data samples Randomly allocated
high TCP Ports
Registry Enumeration and extraction from | RPC TCP 135-139 Local Admin
remote registries Randomly allocated
high TCP Ports
Services Enumeration, status and settings RPC TCP 135-139 Local Admin
from remote services Randomly allocated
high TCP Ports
SMARTIlog Provides search and extraction of | RPC TCP 135, Randomly Local Admin
details from Windows® Event allocated high TCP Domain Admin if
Logs (online or offline) and Ports targeting Domain
Microsoft® Internet Information Controllers
Server® (IIS) logs
Systeminfo A collection of various properties RPC TCP 135-139 Local Admin
Randomly allocated
high TCP Ports
Text Search Enables searching through text RPC TCP 135-139 Local Admin
based log files Randomly allocated
high TCP Ports
Unix Host inventory, Software SSH TCP 22 ROOT
inventory, logical volume User configurable
inventory on UNIX® & Linux®
platforms
Users & Auditing user and group RPC TCP 135-139 Local Admin
Groups accounts, both local and domain. Randomly allocated Domain Admin if
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Extracting system policies

high TCP Ports

targeting Domain
Controllers

Wmi

Browsing and extraction of WMI
objects and properties

RPC

TCP 135-139
Randomly allocated
high TCP Ports

Local Admin

' STEALTHbits and StealthAUDIT are trademarks of STEALTHbits Technologies, Inc. BlackBerry and BES are trademarks of Research In
Motion Limited. Microsoft, Active Directory, Exchange, and Windows are registered trademarks of Microsoft Corporation in the
United States and other countries. Celerra is a trademark of the EMC Corporation. All other trademarks are the trademarks or

registered trademarks of their respective owners.
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